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1
Decision/action requested

Approve the proposed clause to the draft CR in [1].
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3
Rationale

SA2 has introduced the 5G CIoT procedures for the Control Plane optimized solution to TS 23.501[3] and TS 23.502 [4]. There is a need to add the security for the Control Plane optimized solution to TS 33.501 [5].
This document proposes normative text for the Control Plane optimized solution as agreed in the TR 33.861 [2].
4
Detailed proposal

It is proposed to approve the pCR to the living document for 5G CIoT in S3-193052 [1].
**** START OF CHANGES ****
6.x
Security handling in Cellular IoT

Editor’s Note: The term “Data over NAS” needs to be aligned with SA2/RAN3
6.x.1
Security handling in Control Plane Optimization for 5GS CIoT

6.x.1.1
Security handling in Data over NAS for Control Plane Optimization for 5GS CIoT

For the Control Plane Optimization for 5GS CIoT, the control plane user data sent between the UE and the network is transferred over the NAS layer between the UE and the SMF via the AMF according to TS 23.502[8]. The control plane user data sent over NAS layer is included in the ciphered part of the NAS message which is protected by the NAS security established between the UE and the AMF as described in clauses 6.2.3 and 6.7 in present document. 

When the UE sends control plane user data included in the NAS message, then the UE uses the current 5G security context in order to cipher the part to be ciphered which includs the control plane user data and then integrity protects the NAS message.When the AMF receives the NAS message including the control plane user data, then the AMF verifies the integrity of the NAS message and then deciphers the ciphered part of the NAS message which includes the control plane user data.

When the AMF receives the control plane user data from the SMF then the AMF uses the current 5G security context in order to cipher the part to be ciphered which includs the control plane user data and then integrity protects the NAS message.When the UE receives the NAS message including the control plane user data, then the UE verifies the integrity of the NAS message and then deciphers the ciphered part of the NAS message which includes the control plane user data.
Editor note: This clause needs to be revisited when CT1 has finalized the work on the NAS messages defined for Control Plane Optimization for 5GS CIoT.

**** END OF CHANGES ****
